




IOCs
• Onion Leak Sites: Two Tor hidden-service addresses are known for J Group leak blogs:
  twniiyed6mydtbe64i5mdl56nihl7atfaqtpww6gqyaiohgc75apzpad.onion 
 w4d5aqmdxkcsc2xwcz7w7jo6wdmvmakgy3y6mfmdtzmyvxe77cjkfbad.onion

Tactic
Initial Access
Execution
Persistence
Privilege Escalation
Defense Evasion
Credential Access
Discovery
Lateral Movement
Collection
Exfiltration
Impact

Notes/Examples
Likely compromise via phishing emails or stolen credentials.
Launching ransomware payloads, possibly via PowerShell or CMD.
(Possible but unconfirmed; typical for maintaining access.)
May use known exploits or tools (Mimikatz etc.) to gain higher rights.
Deletes backups/shadow copies; may disable security tools.
(Likely to harvest admin passwords for lateral movement.)
(Probable network and host enumeration post-compromise.)
Using RDP/SMB to spread; possible abuse of VPN or remote admin tools.
Aggregating files, compressing data before exfiltration.
Data stolen (e.g. 3� TB from FAI) likely uploaded to attacker servers.
Files are encrypted on disk (double-extortion); denial of access.

Technique (ID)
Phishing (T1566), Valid Accounts (T1078)
Command-Line (T1059), Malware Execution (T1204)
Account Manipulation (T1098) or Scheduled Task (T1053)
Exploitation of Vulnerability (T1068), Credential Dumping (T1003)
Indicator Removal (T1070)
OS Credential Dumping (T1003)
System Network Connections Discovery (T1016), System Information (T1082)
Remote Services (T1021)
Data from Local System (T1005)
Exfiltration Over C2 (T1041)
Data Encrypted for Impact (T1486)

MITRE ATT&CK TTPs: 



TOX ID: 
3F9AAB623435B4E141DC92D667DD7E366521654645A792FF942C2A143D
07DF0269E626561A7F

Mal names: 

• mal2.exe
• jlockr-c7153bdffa0a2de5771193dedd0e4985d08d9497e1b6f97d9beb6a

3e54ae48b9.exe
• c7153bdffa0a2de5771193dedd0e4985d08d9497e1b6f97d9beb6a3e54a

e48b9.exe
• Other Domains: The group also uses a sharing domain ( 

https:[//]share[.]jtor[.]xyz/torrents/   as seen in leaked torrent links).
• File Indicators: A ransomware sample bPxc3J3BaZ.exe was flagged as  

malicious and contained the above onion URL. This sample explicitly ran 
 vssadmin.exe deleteshadows /all /quiet 

Mitigations Crystal Eye XDR 5.5: 
 
1. Harden remote access with CE SD-WAN & VPN stack
  Use IPSec VPN / SSL VPN / WireGuard only; block direct RDP/SMB from 

internet via Advanced Firewall, and enforce MFA on all remote access.
2. Filter email and web via Secure Web Gateway
  Enable Email Scanning Gateway + Secure Web Gateway (Anti-phishing, 

Anti-malware File Scanner, Antivirus, Web Filter, Application/Protocol 
Filter) to block macro docs, executables, and malicious / newly registered 
domains.

3. Segment the network using Security Zones & VLANs
  Use Hosts & Groups, Custom Security Zones, and VLAN interfaces to 

isolate user, server, backup and management networks; allow only 
required ports between zones.

4. Detect and block exploit / lateral TTPs with IDPS
  Turn on Intrusion Protection & Detection with updated signatures; tune 

rules for RDP/VPN brute-force, SMB abuse, C2 beacons, and anomalous 
lateral movement.

5. Protect identities and reduce attack surface
  Use Account Manager / Account Roles for least privilege; pair with Crystal 

Eye Attack Surface Reduction (CEASR) and OS hardening to restrict 
PowerShell/CMD, LOLbins, and unsigned tools.

6. Secure and isolate backups using Network Backup
  Use Backup PC / Database Backup to store backups in separate zones; 

restrict access, apply immutability where possible, and regularly test 
restores.

7. Monitor, hunt and log with SIEM + Forensics
  Enable Incident and Event Services SIEM, Forensic Logging, PCAP SNAP, 

and Threat / Security Dashboards to detect unusual logins, privilege 
changes, bulk exfiltration, and TOR/proxy usage.

8. Prepare CE-centric incident response playbooks
  Define runbooks that use Crystal Eye to: isolate hosts (firewall 

rules/zones), block IOCs, pull logs/PCAP, rotate credentials, and restore 
from known-good backups after eradication.



Worldwide Ransomware Victims

The United States remained the primary global ransomware target this week, accounting for 49.06% of all reported victims. This sustained concentration reflects 
continued large-scale targeting of U.S. enterprises, public services, and supply-chain–linked organizations.

Mexico (5.66%) showed a notable spike, highlighting a sharp rise in attacks across Latin America. Canada (3.3%) and Australia (3.3%) followed, maintaining consistent 
pressure across the Anglosphere.

Mid-tier targeting included United Kingdom (2.36%), Colombia (2.36%), Italy (1.89%), Japan (1.89%), Argentina (1.89%), United Arab Emirates (1.89%), and Singapore 
(1.89%)—all digitally mature economies experiencing sustained ransomware interest.

A wide set of countries recorded moderate but recurring victimization (0.94% each) Peru, Saudi Arabia, Costa Rica, Germany, Indonesia, Spain, Sweden. 

A long tail of isolated single-incident cases (0.47% each) spread across every region:
Nigeria, South Africa, Nepal, Jordan, Sri Lanka, Venezuela, Iran, Kuwait, Vietnam, Belgium, Egypt, Ireland, Finland, Philippines, Malta, Czech Republic, Korea, Bulgaria, 
Turkey, Israel, Malaysia, Qatar.

 Figure 5: Ransomware Victims Worldwide



Industry-wide Ransomware Victims

Manufacturing remained the most targeted sector this week with 11.79% of incidents. Its combination of legacy OT infrastructure, complex supply chains, and costly 
downtime keeps it a priority target for extortion-driven threat actors.

Federal entities (8.49%) saw elevated activity, signaling sustained pressure on government networks where operational disruption provides significant leverage.
Business Services (6.13%), Construction (5.66%), and Hospitality (5.19%) formed the next high-impact tier—industries with major customer-facing operations, 
extensive vendor reliance, and valuable data assets.

Mid-level victimization included Organizations (4.25%), Consumer Services (2.83%), Retail (2.83%), Energy (2.83%), Finance (2.36%), Law Firms (2.36%), Education 
(2.36%), and Insurance (1.89%). These verticals face steady targeting due to their regulatory exposure, sensitive data, and operational dependencies.

Lower-volume but consistent cases were reported across Transportation (1.42%), IT (0.94%), Telecommunications (0.94%), Real Estate (0.94%), and a group of niche 
sectors—Media & Internet, Electronics, Agriculture, and Healthcare (each 0.47%). These represent opportunistic attacks where even single compromises can provide 
high-leverage data or operational impact.

Figure 6: Industry-wide Ransomware Victims


