





Hunters International, a Ransomware-as-a-Service (RaaS) entity, surfaced in Q3 of 2023,
showing resemblances to the notorious Hive ransomware strain. The analysis revealed a
significant overlap of approximately 60% between Hunters International and Hive
ransomware version 61. This suggests a potential connection to the disrupted Hive
cartel. Despite reports linking them, Hunters International has denied any affiliation with
Hive.

Figure 2: Leak Site of Hunters International Ransomware

Hunters International primarily targets Windows and Linux environments. Here's a
breakdown of their attack methods:

Data Exfiltration: Similar to its predecessor, Hunters International prioritises exfiltrating
sensitive data before encryption. This stolen information becomes leverage for double
extortion tactics.

Encryption: The ransomware encrypts the victim's data, hindering access and demanding
a ransom payment for decryption. The specific encryption algorithm used by Hunters is
not definitively known in publicly available reports.

Victim Targeting: Hunters International appears to target a broad range of industries,
including healthcare, as evidenced by an attack on a plastic surgery clinic where patient
data was stolen.

Intelligence indicates that Hunters International primarily aims to exfiltrate data and extort victims
with ransom demands. Notably, they targeted a US plastic surgery clinic, compromising data of
around 248,000 files, including patient information. The ransomware appends ".LOCKED" to
encrypted files and leaves "Contact Us.txt" instructions for victims to initiate negotiations on the dark
web. Although the goal is to encrypt files, it will skip the following:

Files in folders with these substrings in their names: SRecycle bin, Swindows.~bt, Swindows.~ws, all
users, appdata, boot, config.msi, default, Google, Intel, Mozilla, MSOcache, perflogs, system volume
information, tor browser, internet explorer, windows, windows.old, windows nt.

Files named: autorun.inf, bootfont.bin, boot.ini, bootsect.bak, desktop.ini, iconcache.db, ntldr,
ntuser.dat, ntuser.dat.log, ntuser.ini.log, thumbs.db

Files with the following extensions: 386, ady, ani, bat, bin, cab, cmd, com, cpl, cur, deskthemepack,
diagcab, diagcfg, diagpkg, dll, drv, exe, hip, hta, icl, icns, ico, ics, idx, key, Idf, Ink, lock, mod, mpa, msc,
msi, msp, msstyles, msu, nls, nomedia, ocx, pdb, prf, ps1, rom, rtp, scr, shs, spl, sys, theme,
themepack, wpx

Figure 3: Ransom Note of the Hunters International Ransomware

Hunters International remains a relatively new threat actor, but their connection to Hive and their
aggressive tactics warrant close attention. By prioritising data security, staying informed about
evolving threats, and implementing strong cybersecurity measures, organisations can minimise the
risk of falling victim to Hunters International.



Kill Chain:

Tactic Technique ID Technique Name
Execution T1047 Windows Management Instrumentation
Defence Evasion T1497.003 Virtualization/Sandbox Evasion: Time Based Evasion6
T1622 Debugger Evasion
Discovery T1057 Process Discovery
T1082 System Information Discovery
T1083 File and Directory Discovery
T1135 Network Share Discovery
Impact T1486 Data Encrypted for Impact
T1489 Service Stop
T1490 Inhibit System Recovery1
Indicators of Compromise (I0Cs)
Indicators Indicator Type Description
hxxp://hunters55rdxciehoqzwv7vgyvént37tbwax2reroyzxhou7my5ejyid.onio URLs Onion Leak Site
hxxp://hunters33mmcwww7ek7qg5ndahulénmzmrsumfséaenicbqonémxfiqyd.onion
hxxp://hunters55atbdusuladzv7vzv6a423bkh6éksl2uftwrxyuarbzlfh7yd.onion
hxxp://huntersinternational.org URL Leak Site
c4d39db132h92514085fe269db90511484b7abe4620286f6b0a30aad75f64c3e File Hash (SHA256) Executable
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In a comprehensive analysis of ransomware victims across 19 countries, the United States emerges as the most heavily impacted nation, reporting a staggering 53%
victim updates in the past week. The following list provides a breakdown of the number and percentage of new ransomware victims per country, underscoring the
persistent and concerning prevalence of ransomware attacks, with the USA particularly susceptible to these cybersecurity threats.
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South Korea 1.54%
Spain 4.62%
Switzerland 1.54%
UAE 1.54%
UK 6.15%
USA 53.85%




Upon further investigation, it has been identified that ransomware has left its mark on 16 different industries worldwide. Notably, the Manufacturing industry bore the
brunt of the attacks in the past week, accounting for 27% of victims. The table below delineates the most recent ransomware victims, organised by industry, shedding
light on the sectors grappling with the significant impact of these cyber threats.
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Manufacturing 27.69% Figure 5: Industry-wise Ransomware Victims
Real Estate 4.62%
Retail 12.31%
Telecom 6.15%
Transportation 4.62%




