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Security leaders are being asked to deliver stronger protection, faster detection, and measurable
risk reduction under tighter financial constraints. At the same time, adversaries continue to
industrialise their operations, combining automation, stealth, and cross-domain techniques that
compress the time between initial access and business impact. Red Piranha’s

indicate sustained growth in both ransomware activity and Advanced
Persistent Threat campaigns across monitored environments.

While budgets, skills shortages, and legacy architecture decisions differ across organizations, one
pattern remains consistent. complexity is now one of the primary risk drivers. Traditional
multi-vendor security stacks, though often assembled with best-of-breed intent, frequently
introduce fragmented visibility, inconsistent policy enforcement, and significant integration
overhead. The operational burden of maintaining multiple agents, detection engines, and
management consoles can dilute defensive effectiveness, particularly during time-critical
incidents.

In many environments, analysts navigate separate interfaces each day to triage alerts, validate
signals, and reconstruct attack paths. This workflow challenge is not merely an efficiency
concern.

It directly affects detection latency, investigation quality, and response coordination. Adversaries
increasingly exploit these seams, leveraging identity compromise, lateral movement, and
living-off-the-land techniques to operate within the gaps between siloed controls.

Addressing structural security limitations requires more than incremental tooling changes.
Converged architectures supported by unified detection, investigation, and response strategies
reshape how organizations manage operational risk, control costs, and accelerate threat
containment while preserving analytical confidence and control depth.

The perspectives presented here are informed by aggregated telemetry, incident response
engagements, and observed attack trends. However, threat exposure, control maturity, and
regulatory obligations vary. The recommendations should therefore be evaluated within the
context of each organization’s risk appetite, business priorities, and existing security investments.
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The Crystal Eye Approach

Crystal Eye Unified Security Platform is designed to counter these challenges through
architectural consolidation and native integration. Rather than adding another layer to an already
fragmented stack, the platform unifies advanced threat detection, network visibility, Zero Trust
access control, and automated response within a single correlated security architecture.

In operational terms, this approach aims to reduce the delays introduced by tool sprawl, manual
correlation, and inconsistent policy enforcement. Based on aggregated telemetry and incident
response observations across monitored environments, organizations relying on conventional
detection and response workflows often experience prolonged identification and containment
cycles, particularly for low-noise or multi-stage intrusions. Crystal Eye is engineered to compress
this window by enabling continuous cross-domain correlation and automated response actions.

Where detection timelines can extend from weeks to months in traditional models, Crystal Eye is
built to reduce threat dwell time to minutes through the following integrated capabilities:

r&& Threat Detection, Investigation, and Response (TDIR) delivers real-time identification,
(A~ 77
P

behavioral analytics, and automated response across network, endpoint, and cloud layers.
By correlating signals across these domains, TDIR supports earlier detection of stealth
techniques, credential misuse, and post-compromise activity.

Network Detection and Response (NDR) provides deep inspection and lateral movement

visibility beyond the scope of conventional perimeter controls. Detection uplift claims are
derived from internal comparative testing and field observations, and actual outcomes will
vary depending on traffic coverage, encryption visibility, and deployment architecture.

2

_@ WireGuard VPN with Microsoft Entra ID SSO enables high-performance secure remote

access with identity-centric authentication. Performance improvements referenced are
based on controlled benchmarks; user experience depends on endpoint posture, network
conditions, and identity provider integration.

@ Declarative Authorization Service (DAS) enforces fine-grained Zero Trust policies at the

application and API level. By shifting from static network trust assumptions to declarative,
identity-aware controls, DAS reduces the risk of privilege misuse and unauthorised lateral
access.

@2} Managed Detection and Response (MDR) extends platform capabilities through 24x7

SOC-as-a-Service, combining expert analyst oversight with automated investigation and
response workflows. Effectiveness is influenced by telemetry completeness, playbook
maturity, and organizational response processes.

Collectively, these capabilities are intended to simplify operations, strengthen detection fidelity,
and improve response speed. As with any security transformation initiative, measurable benefits
depend on deployment scope, integration depth, and alignment with organizational risk
management objectives.
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The Security Architecture Crisis

Why Traditional Approaches Are Failing

Adversaries continue to professionalise their operations, while many organizations remain
constrained by legacy architectures, fragmented tooling, and limited specialist capacity.
Nation-state advanced persistent threat actors, ransomware-as-a-service ecosystems, and
organised cybercrime networks increasingly demonstrate operational maturity, scalable attack
methodologies, and the strategic use of automation, placing sustained pressure on conventional
defensive models.

This assessment is consistent with analysis published by the Cybersecurity and Infrastructure
Security Agency in its FY 2024-2026 Cybersecurity Strategic Plan, which highlights the growing
capability, persistence, and coordination of malicious cyber actors and the need for integrated,
resilient defensive strategies across sectors

Additional guidance from CISA on nation-state cyber actors further underscores that advanced
threat groups are typically well-resourced, patient, and capable of conducting prolonged, stealthy
intrusions designed to evade traditional detection and response mechanisms.

What this really means is that even industry analysts like Gartner describe a constantly evolving
threat landscape driven by geopolitical tensions, Al adoption, and sophisticated attack techniques,
and they note that leaders must build more resilient, proactive cyber risk management programs
to respond implicitly recognising that legacy tooling and skill shortages leave many organizations
at a disadvantage compared with modern adversary tactics.

Together, these sources support the conclusion that modern adversaries are evolving faster in
operational efficiency and tactical discipline than many defensive environments, particularly those
burdened by architectural complexity, tooling fragmentation, and cybersecurity workforce
shortages.

The Integration Gap

Enterprise security stacks often evolve into a collection of point solutions assembled over many
years. Firewalls, IDS/IPS, endpoint controls, SIEM platforms, identity tools, and cloud security
layers are frequently sourced from different vendors with differing data schemas and correlation
logic.

In practice, this fragmentation introduces integration overhead, inconsistent telemetry, and
operational latency. Custom connectors, manual workflows, and partial data visibility can delay
detection and complicate investigations. High-fidelity alerts risk being diluted by noise, while
analysts expend critical time stitching together events across disconnected consoles. The issue
is not simply tooling sprawl, but the cumulative erosion of decision speed and confidence during
active incidents.
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The Visibility Problem

Perimeter-centric designs struggle to address modern intrusion patterns. For example, advanced
threats routinely bypass boundary controls through credential compromise, trusted channel
abuse, supply chain infiltration, or social engineering. Once inside, attackers shift to low-noise
techniques, including privilege escalation and lateral movement.

Conventional controls may generate logs without delivering the contextual depth required to
identify subtle behavioral anomalies. Techniques commonly described as living off the land
leverage legitimate administrative tools, allowing malicious activity to blend with normal
operations. The result is extended dwell time, incomplete attack-path reconstruction, and delayed
containment.

The Resource Constraint

The global shortage of experienced cybersecurity professionals continues to create operational
bottlenecks. Establishing and sustaining a fully staffed, 24x7 in-house SOC demands substantial
investment in recruitment, retention, training, and technology.

Simultaneously, regulatory and governance frameworks such as GDPR, PCI DSS, ISO 27001, and
NIST CSF require demonstrable control effectiveness, faster incident response, and
comprehensive auditability. Many security teams find themselves balancing rising monitoring
demands with finite human capacity, increasing the risk of alert fatigue and missed signals.

The Questions Security Leaders Must Answer

Against this backdrop, CISOs and CIOs are tasked with resolving a set of strategic and operational
imperatives:

How can breaches be detected earlier, before attackers achieve persistence or impact?
Can investigations and containment actions proceed rapidly, including outside standard
business hours?

How can architectural complexity be reduced without weakening defensive depth?

How can distributed workforces be secured while preserving performance and user
experience?

How can least-privilege and Zero Trust principles be enforced to restrict post-compromise
movement?

These are not incremental optimisation questions. They point to the need for architectural
convergence, continuous cross-domain visibility, and automated response capabilities.
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Crystal Eye: Unified Security Architecture
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. Consolidated Security Platform (CSP)
. Cybersecurity Mesh Architecture (CSMA)

. Extended Detection and Response (XDR)

Platform Overview

Crystal Eye operates as a multi-layered security control plane, designed to consolidate prevention,
detection, investigation, and response capabilities within a single correlated platform. The
architecture brings together next-generation firewall functions, intrusion prevention, endpoint
protection, threat intelligence, and Zero Trust access enforcement.

Instead of requiring teams to deploy and manage multiple independent products, Crystal Eye
aggregates telemetry across network, endpoint, and cloud environments. This unified data model
enables faster correlation, streamlined investigations, and automated response actions through a
centralised management interface. While implementation outcomes vary by environment, the
objective is clear: reduce operational friction while improving detection and response
effectiveness.

Core Architectural Principles
Defense in Depth Through Integration

Crystal Eye is engineered to operate simultaneously across the network perimeter, internal
segments, endpoints, and cloud workloads. Activity observed in one layer is automatically
analysed in the context of others.

For example, anomalous process behavior on an endpoint can be correlated with network
communications, identity events, or threat intelligence indicators. This cross-domain visibility
supports earlier identification of multi-stage attacks that might otherwise remain undetected
within siloed controls. The effectiveness of this model depends on telemetry coverage and
deployment scope, but the integrated approach directly addresses common visibility gaps.
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Unified Intelligence Sharing

Threat intelligence is natively shared across platform controls. Indicators identified by one
detection engine propagate automatically to enforcement layers such as firewall policies,
endpoint responses, and access controls.

This reduces the delays associated with manual updates or third-party integrations. In operational
environments, this continuous intelligence exchange aims to strengthen defensive consistency
and minimise exposure windows. Actual response speed is influenced by policy configuration and
infrastructure conditions.

Automated Policy Enforcement

Crystal Eye applies policy-driven automation to maintain consistent protection across hybrid
infrastructures. Security policies can be centrally defined and enforced across on-premises
systems, remote endpoints, and cloud environments.

Centralised control reduces configuration drift, simplifies change management, and supports
more predictable security outcomes. As with any automation strategy, governance, validation, and
staged deployment practices remain critical.

Key Platform Characteristics
Comprehensive Control Integration

Crystal Eye includes a broad set of security capabilities delivered as integrated components rather
than discrete add-ons. These may include firewall, IDS/IPS, secure web gateway, email security,
data loss prevention, and vulnerability scanning.

Because these controls operate within a shared architecture, telemetry, analytics, and response
actions are coordinated automatically. The benefit is not merely functional consolidation but
improved analytical context during detection and investigation workflows.

Single-Vendor Operational Simplicity

Architectural consolidation can materially reduce operational overhead. Security teams manage
one platform, one console, and one support relationship.

Routine activities such as updates, reporting, and policy adjustments are streamlined through
centralised management. The degree of efficiency gain varies depending on prior stack
complexity and internal processes, but simplified workflows often translate into faster response
cycles and reduced administrative load. The following sections detail how Crystal Eye's core
components deliver measurable security outcomes.
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Redefining SOC Operations for Cloud,
Network, and Endpoint Reality

Traditional SOC models were built for a world that no longer exists. Centralised log collection,
perimeter focused monitoring, and human driven triage workflows cannot keep pace with modern
attack paths that move fluidly across cloud services, endpoints, identities, and internal networks.
Today'’s adversaries do not respect architectural boundaries, and neither can security operations.

To remain effective, SOC operations must be redefined around three core principles: distributed
detection, controlled protection overhead, and Al driven workflows that augment human decision
making rather than overwhelm it.

From Centralised Monitoring to Distributed Detection

Modern environments are inherently distributed. Workloads run across on premises infrastructure,
multiple cloud platforms, SaaS services, remote endpoints, and edge locations. Attacks now
unfold across these layers simultaneously, often starting with identity compromise or endpoint
access, then pivoting through cloud resources or internal networks.

A centralised SOC that relies solely on log aggregation and delayed analysis is structurally
disadvantaged. By the time data is collected, normalised, and reviewed, attackers have already
moved on.

Redefined SOC operations push detection closer to where activity occurs. Detection logic must
operate natively across:

+ Endpoints, where initial compromise, credential theft, and execution occur.

+ Networks, where lateral movement, command and control, and data exfiltration take place.

+ Cloud and SaasS layers, where identity abuse, APl misuse, and configuration exploitation are
common

Crystal Eye enables this model by distributing detection across endpoint telemetry, network traffic
via NDR, and cloud integrated signals, while still correlating outcomes centrally. This allows threats
to be detected at source, rather than waiting for post event correlation, dramatically reducing dwell
time.
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Managing Protection Overhead Without Creating Noise

One of the biggest failures of legacy SOC designs is excessive protection overhead. Each new
security tool adds agents, sensors, logs, alerts, and operational complexity. Over time, the SOC
becomes slower, not stronger.

Redefining SOC operations means being deliberate about where controls sit and how much
overhead they introduce. Detection must be high fidelity, not high volume. Protection mechanisms
should be layered, but not duplicated unnecessarily.

Crystal Eye addresses this by consolidating multiple detection and enforcement layers into a
single platform. Network, endpoint, identity, and cloud telemetry are correlated by design, not
bolted together. This reduces redundant alerts and avoids the common scenario where multiple
tools flag the same activity without shared context.

The result is fewer alerts, better prioritisation, and clearer investigation paths. Protection overhead
is controlled because security functions share intelligence rather than compete for attention.

Al Workflows as a Force Multiplier, Not a Replacement

Al in the SOC is often misunderstood. The goal is not to replace analysts, but to remove the
mechanical work that slows them down and causes fatigue.

Modern SOC operations require Al driven workflows that can:

= Continuously baseline normal behavior across users, endpoints, and networks.
= Identify subtle deviations that indicate early-stage compromise.

= Correlate weak signals across cloud, endpoint, and network layers.

= Automate triage, enrichment, and initial response actions

Crystal Eye applies Al and machine learning where they add the most value: detection, correlation,
and prioritisation. Behavioral analytics surface anomalies that signature-based tools miss.
Automated workflows handle repetitive containment actions, such as isolating endpoints or
restricting access, before incidents escalate.

This allows human analysts to focus on judgement, investigation, and decision making, rather than
chasing alerts or stitching timelines together manually. The SOC becomes faster, calmer, and more
effective under pressure.

A SOC Built for Continuous Verification

In a Zero Trust world, SOC operations cannot be reactive. They must continuously verify behavior
across identities, devices, services, and networks. Detection and response are no longer separate
phases; they are part of a continuous control loop.

By integrating TDIR, NDR, DAS, and identity aware remote access, Crystal Eye enables SOC teams
to move from alert driven operations to risk driven operations. When behavior changes, controls
adapt. When risk increases, access tightens. When threats are confirmed, response is immediate
and coordinated.

This redefinition transforms the SOC from a monitoring centre into an active control layer for the
organization’s security posture.
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The Outcome: Faster Decisions, Lower Risk, Sustainable Operations
Redefined SOC operations deliver tangible outcomes:

+ Faster detection across cloud, network, and endpoint layers.

* Reduced dwell time through distributed detection and automated response.
* Lower analyst fatigue through reduced noise and clearer context.

» Scalable operations that do not depend on ever growing headcount.

* Security controls that adapt dynamically as threats evolve

This is not about adding more tools or dashboards. It is about reshaping how security operations
function in environments that are already distributed, dynamic, and hostile by default.

Crystal Eye is designed to support this shift, enabling SOC teams and MDR providers to operate
with the speed, visibility, and precision required to defend modern organizations without collapsing
under their own complexity.

Threat Detection, Investigation, and Response (TDIR)

DEVICES WITH DETECTION DETECTED EXTERNAL IPS

The Modern Security Operations Challenge

Security operations teams are under sustained pressure. Alert volumes continue to rise, attack
techniques evolve faster than detection content, and analysts are expected to investigate, contain,
and report incidents with increasing speed and precision. Adversaries now routinely employ
fileless execution, identity abuse, and EDR evasion techniques that reduce traditional detection
opportunities.

Industry analysis consistently highlights this shift. Detection and response capabilities have
moved from a supporting function to a core requirement of resilient cybersecurity strategy.
However, effectiveness is frequently constrained by fragmented tooling, inconsistent telemetry,
and investigation workflows that rely heavily on manual correlation.

Crystal Eye’s TDIR capability is engineered to address these structural challenges by integrating
detection, investigation, and response functions within a unified operational framework.
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Advanced Detection Capabilities
Multi-Method Threat Identification

Crystal Eye applies multiple detection techniques concurrently to improve coverage across known
and emerging threats.

Signature-based detection leverages a continuously updated IDS/IPS rule base designed to
identify established attack patterns. Behavioral and anomaly-based analytics use machine
learning models to surface deviations that may indicate novel or low-noise threats. Integrated
threat intelligence feeds provide additional context by flagging known malicious infrastructure,
tools, and tactics.

This layered detection strategy is intended to balance precision and breadth. Detection
performance depends on factors such as traffic visibility, endpoint coverage, encryption
inspection, and model tuning.

Attack Chain Visibility

Crystal Eye monitors activity across network, endpoint, and user behavior layers, enabling visibility
throughout the attack lifecycle.

The platform is designed to identify indicators associated with initial compromise, persistence
mechanisms, privilege escalation, and lateral movement. Examples include anomalous process
execution, suspicious registry or configuration changes, unusual administrative protocol usage,
and irregular access patterns.

While no detection approach guarantees complete coverage, cross-domain correlation materially
increases the likelihood of identifying multi-stage or stealth-oriented intrusions.

Streamlined Investigation Workflows

Unified Forensic Analysis

Traditional investigations often require analysts to pivot between SIEM queries, endpoint consoles,
packet capture tools, and threat intelligence platforms. This context switching introduces delays
and increases the risk of incomplete analysis.

Crystal Eye consolidates these workflows by presenting correlated telemetry, alerts, and forensic
artefacts within a single interface. Analysts can review communications, system activity, and

response history without reconstructing events across disconnected tools.

Investigation speed and depth are influenced by telemetry retention, logging granularity, and
deployment design.
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Contextual Threat Intelligence

Alerts are enriched with threat intelligence to provide operational context. This may include
associations with known malware families, attacker infrastructure, or observed campaign
characteristics. Contextualisation supports faster prioritisation, reduces triage ambiguity, and
assists analysts in assessing potential attacker objectives.

Threat intelligence accuracy and relevance depend on feed quality, update cadence, and regional
threat exposure.

Deep Forensic Capabilities

Crystal Eye supports comprehensive analysis through integrated forensic tooling. Capabilities
include packet capture inspection for network-level investigations, endpoint artefact analysis, and
detection logic that links lateral movement behavior with identity and network events. Analytical
models and Al-assisted suggestions help surface anomalies while preserving full analyst control.

Automated Response at Machine Speed
Comprehensive Containment Actions

When threats are validated, Crystal Eye enables automated or analyst-driven response actions.
These may include isolating compromised hosts, blocking malicious communications,
terminating suspicious processes, quarantining files, and disabling affected accounts. Automated
playbooks can initiate predefined containment workflows designed to reduce attacker dwell time
and limit propagation. Response effectiveness relies on policy design, testing, and organizational
readiness.

Risk-Based Prioritisation

Crystal Eye’s TDIR model incorporates correlation and contextual risk scoring to help teams focus
on high-impact threats.

By reducing noise and elevating high-fidelity alerts, the platform aims to improve analyst efficiency
and decision confidence. Prioritisation outcomes vary based on environmental context, asset
criticality mapping, and detection tuning.

Operational Efficiency and SOC Augmentation

From a security operations standpoint, TDIR functions as the analytical and response core of the
Crystal Eye platform.

Architectural integration reduces manual correlation requirements, simplifies investigation
workflows, and enables consistent response execution. Organizations combining Crystal Eye with
24x7 monitoring services benefit from continuous analyst oversight, while internal teams gain
force multiplication through automation and unified visibility.

As with any SOC transformation initiative, realised gains depend on telemetry completeness,
operational maturity, and alignment with incident response processes.
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Network Detection and
Response (NDR)

The Network Visibility Imperative

Networks serve as highways connecting all digital assets; and increasingly, as pathways attackers
exploit for lateral movement and data exfiltration. Traditional perimeter defenses inspect traffic
entering or leaving corporate networks but provide limited visibility into east-west traffic within the
perimeter, where sophisticated threats operate after bypassing initial defenses through stolen
credentials or supply chain compromise.

Moreover, traditional Endpoint Detection and Response (EDR) solutions face growing challenges.
Red Piranha's threat intelligence team has documented sophisticated EDR bypass techniques
employed by threat actors including the SAIGA group's exploitation of Australian legal sector
organizations and FIN7's AvNeutralizer tool designed specifically to disable endpoint protections.

Crystal Eye NDR: Comprehensive Network Intelligence

Crystal Eye's NDR module provides comprehensive network visibility through strategic sensor
deployment at core switches, network segments, and cloud VPCs. Organizations gain complete
visibility into device communications which systems communicate with whom, using which
protocols, at what times enabling identification of malicious lateral movement that evades
endpoint-only detection.

Key NDR Capabilities
Multi-Method Threat Detection

NDR combines signature-based detection (IDS rules for known threats) with anomaly detection
using machine learning and User/Entity Behavior Analytics (UEBA). The system establishes
baselines of normal network behavior, then flags deviations such as devices suddenly
communicating with foreign infrastructure or unusual data transfers during off-hours. This
approach catches stealthy attackers using novel techniques that lack known signatures.

Multi-Method Threat Detection

NDR combines signature-based detection (IDS rules for known threats) with anomaly detection
using machine learning and User/Entity Behavior Analytics (UEBA). The system establishes
baselines of normal network behavior, then flags deviations such as devices suddenly
communicating with foreign infrastructure or unusual data transfers during off-hours. This
approach catches stealthy attackers using novel techniques that lack known signatures.

East-West Traffic Monitoring
Crystal Eye NDR explicitly monitors lateral movements within networks. Even when attackers
bypass endpoint protection, their attempts to probe servers or move laterally trigger detection.

Living-off-the-land attacks using legitimate tools like PowerShell or WMI over networks are
identified through unusual protocol usage or access patterns suggesting malicious intent.
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Integrated Threat Intelligence

NDR leverages contextual threat intelligence, correlating network observations with known threat
indicators malicious IP addresses, phishing-associated domains, threat actor TTPs. When devices
communicate with known malware infrastructure, teams receive immediate alerts with context
about the associated threat family and campaign. Red Piranha's contributions to the global Cyber
Threat Alliance ensure protection against emerging threats.

Encrypted Traffic Analysis

As encryption becomes ubiquitous even malware leverages HTTPS; Crystal Eye NDR supports
encrypted traffic inspection through SSL/TLS analysis and packet metadata pattern analysis.
Unusual, encrypted traffic patterns, such as sudden spikes from database servers to external
hosts, trigger investigation workflows while decryption capabilities confirm contents when
necessary.

Automated Network Response

NDR actively intervenes when threats are confirmed. Actions include instructing firewalls to block
connections, quarantining suspicious devices through network isolation, and triggering
orchestrated responses. When malware spreads over networks, NDR isolates affected systems
within seconds, drastically reducing attack blast radius.

Deep Forensic Capabilities

For complex investigations, Crystal Eye NDR captures full packet data, enabling analysts to retrieve
PCAP files for thorough inspection. The platform maintains long-term network metadata (18+
months default) in a data lake, supporting forensic investigations and compliance audits through
retroactive analysis of attacker activities.

Extensive Protocol Coverage

Crystal Eye NDR parses over 3,200 network protocols out-of-the-box, extending beyond web and
email to industrial control systems (SCADA), loT traffic, and specialized protocols. The platform
supports custom parser development for proprietary protocols, ensuring comprehensive
monitoring regardless of unique environmental requirements.

Deployment and Business Impact

Crystal Eye NDR deploys with minimal disruption through span port (passive monitoring) or inline
configurations. Organizations typically begin with out-of-band monitoring, then transition to inline
blocking once comfortable with detection accuracy. The unified platform approach delivers
world-class detection at significantly reduced complexity and cost compared to separate NDR,
SIEM, and SOAR tools.

NDR integration with TDIR ensures comprehensive threat visibility whether attacks originate
internally or externally, security teams gain actionable intelligence to respond effectively.
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Secure Remote Access: WireGuard
with Microsoft Entra ID SSO

The Remote Access Security Challenge

Remote access has become essential infrastructure for distributed workforces; yet remains a
prime attack vector. Attackers exploit VPN vulnerabilities and steal credentials to infiltrate
networks undetected. Traditional VPN solutions increasingly show their limitations: slow
performance, complex management, outdated cryptography, and poor integration with modern
identity platforms.

Legacy VPN Limitations

Many legacy VPNs were designed for lower bandwidth requirements and have evolved into
systems with large, complex codebases. This complexity creates security vulnerabilities through
expanded attack surfaces while hampering performance. Configuration and maintenance prove
error-prone and time-consuming. Furthermore, legacy VPNs often integrate poorly with modern
identity platforms, requiring separate credential management that attackers can target through
phishing campaigns.

Crystal Eye WireGuard: Modern, High-Performance VPN

WireGuard represents a fundamental rethinking of VPN architecture. Its minimalist design; just a
few thousand lines of code compared to hundreds of thousands in legacy protocols means fewer
vulnerabilities and faster execution. Crystal Eye's WireGuard implementation delivers up to 6x
faster throughput than legacy VPNs through efficient UDP utilization and kernel-level integration,
minimizing latency.

Despite its lightweight architecture, WireGuard employs state-of-the-art cryptographic algorithms:
ChaCha20 for encryption and Curve25519 for key exchange. These algorithms provide exceptional
security while remaining optimized for performance, making VPN tunnels highly resistant to
cryptographic attacks and future-proof against emerging threats.

Organizations can configure split-tunnel mode (routing only corporate traffic through VPN) or
full-tunnel mode (encrypting all traffic) based on security requirements and bandwidth
considerations, providing deployment flexibility without sacrificing protection.

Seamless Microsoft Entra ID Integration

Crystal Eye integrates WireGuard with Microsoft Entra ID (formerly Azure Active Directory) for
authentication, delivering Zero Trust Network Access principles through several key capabilities:

Users authenticate using existing corporate Azure AD credentials rather than separate VPN
passwords. This Single Sign-On approach eliminates credential sprawl while enabling centralized
access management. When employees leave organizations, disabling their accounts in Entra ID
automatically revokes VPN access, closing common security gaps where orphaned VPN accounts
might persist.
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Enhanced Security Policies

Organizations enforce Multi-Factor Authentication (MFA) and conditional access policies on VPN
logins identically to other corporate access points. Users authenticate through familiar corporate
login interfaces, and access can be granted or revoked centrally without manual intervention.

Simplified Administration

Integration with Entra ID eliminates directory duplication and manual synchronization. Crystal Eye
retrieves user and group information from Azure tenants, enabling easy VPN permission
assignment. The Declarative Authorization Service leverages these groups to enforce service-level
access controls, making user management efficient even at scale.

Zero Trust Network Access in Practice

By combining WireGuard with Entra ID, Crystal Eye delivers true Zero Trust Network Access. Every
connection verifies user identity through SSO/MFA and confirms device status before granting
access. All remote sessions employ end-to-end encryption with modern cryptographic protocols.
Integration with NDR and TDIR means VPN traffic receives continuous monitoring; suspicious
activities by authenticated users trigger real-time detection and response.

Security teams gain correlated visibility across remote access events and security incidents. For
example, if a VPN user triggers network-based threat detection, Crystal Eye's TDIR correlates these
events in incident reports, providing comprehensive context for investigation.

Crystal Eye WireGuard with Entra ID SSO resolves the traditional security-versus-usability trade-off:

organizations achieve up to 6x faster VPN performance while strengthening authentication and
simplifying management.
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Zero Trust Access Control: Declarative
Authorization Service (DAS)

The Access Control Challenge
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Even with strong authentication and network security, a core Zero Trust principle remains: "Never
trust, always verify, enforce least privilege." Within networks and applications, every access
request should be evaluated against strict policies. Traditional access control mechanisms; static
firewall rules, hardcoded ACLs, coarse-grained IAM policies lack the precision and agility required
for modern Zero Trust enforcement.

Why Static Controls Fail
Security teams face impossible choices between usability and security:
+ Granting broad access to prevent workflow disruption
+ Manually managing ACLs across cloud, on-premises, and hybrid environments
« Lacking real-time visibility into access patterns and authorization decisions
This creates critical vulnerabilities:
+ Excessive privilege sprawl enabling lateral movement

« Policy drift and misconfigurations in multi-cloud environments
+ Delayed response when revoking access during active attacks
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Crystal Eye Declarative Authorisation Service: Dynamic, Fine-Grained
Authorization

Red Piranha built Crystal Eye Declarative Authorisation Service to solve dynamic, fine-grained
access enforcement in modern Zero Trust architectures. DAS centralizes access control
decisions, enabling organizations to declare precise, real-time policies such as:

+  "Only the HR team can access the payroll API during business hours"

+ "Block any access to financial systems from users flagged as high-risk by threat
intelligence’

+ "Quarantine service-to-service communications if anomalous behavior is detected"

These policies are enforced instantly across all environments using policy-as-code deeply
integrated with Crystal Eye's threat detection capabilities.

Key DAS Capabilities
Fine-Grained Policy Definitions

Unlike network firewall rules operating at IP or port level, DAS works at the application layer.
Administrators specify detailed policies for specific REST API endpoints and which identities or
roles can invoke them. For example: "Only the HR application server can send POST requests to the
payroll database API," or "Marketing team members can access analytics dashboard services
read-only." These policies protect critical internal services, ensuring that even if attackers breach a
server, they cannot automatically access other resources.

Identity Provider Integration

DAS integrates seamlessly with Azure AD (Entra ID) tenants, importing internal users, groups, and
service identities. Policies tie to user roles, group membership, devices, or service identities such
as "only users in the Finance AD group can access financial applications." Leveraging existing
identity infrastructure ensures policies align with organizational structure and simplify
maintenance as personnel changes occur.

Scalable Automated Enforcement

The term "Declarative" indicates organizations declare policies while the system handles
enforcement. Crystal Eye DAS uses the policy decision engine and reverse proxy to intercept and
validate requests. Policies are managed centrally and enforced in distributed fashion without
manual intervention, enabling thousands of policies evaluated in milliseconds per access request.

Simplified Policy Management

Through Crystal Eye's GUI, administrators link Azure AD tenants, define applications (services to
protect including hostnames, IPs, ports), and specify resources (endpoints or functionalities to
guard). Creating policies becomes straightforward select resources and assign which identities or
groups have access. The system generates necessary rules and handles enforcement without
requiring code.
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Real-Time Enforcement and Monitoring

When DAS is active, policy violations are immediately blocked. If malware attempts to call
protected APlIs it's not authorized to access, DAS denies the request; containing malicious actions.
Events are logged and visible in Crystal Eye dashboards, providing security teams visibility into
attempted violations that may indicate attacks or insider threats. Logs help refine policies and
identify legitimate access inadvertently constrained.

Zero Trust in Practice

DAS delivers Zero Trust access management through scalable, automated frameworks. Example
scenario: A company hosts a legacy internal tool that only certain departments should access.
Without DAS, attackers compromising any user's PC might reach the tool and extract data. With
DAS, access to sensitive tools is blocked at the service level for unauthorised users or machines
even when attackers gain network access, they find resources protected by granular policies.

DAS assists with compliance requirements mandating least privilege and role-based access
control. Frameworks like NIST Zero Trust increasingly expect such controls. Crystal Eye DAS
provides ready-made capabilities to demonstrate fine-grained, automated, consistent controls
across environments.
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Managed Detection and
Response (MDR)

The SOC Capability Gap

Modern threat actors operate with machine speed and industrial automation. Most organizations
especially SMBs and resource-constrained enterprises lack internal capacity for continuous
security operations. Building and staffing an in-house SOC capable of 24x7 monitoring requires
significant investment in specialised talent that's increasingly difficult to recruit and retain.

Red Piranha's Managed Detection and Response service addresses this operational gap by
providing plug-and-play SOC-as-a-Service, directly integrated with Crystal Eye Unified Security
Platform.

Human-Machine Teaming at Scale

Security teams frequently report receiving numerous security alerts daily, overwhelming their
ability to distinguish genuine threats from noise. As adversaries automate intrusion attempts,
traditional SOC models struggle to match their pace. Red Piranha's MDR combines machine-speed
automation with expert analyst oversight a Human-Machine Teaming model that automates triage
while focusing human expertise on incidents requiring decision-making and intervention.

Comprehensive MDR Services
24x7 Threat Monitoring and Detection

Continuous telemetry ingestion from Crystal Eye's TDIR, NDR, and endpoint agents ensures
full-spectrum visibility across network, cloud, and endpoints. Unlike traditional MSSPs limited to
perimeter monitoring, Red Piranha MDR provides deep, correlated visibility including east-west
traffic inspection, cloud service integration, identity-aware access tracking, and behavioral
baselining.

Incident Response and Containment

SOC teams initiate immediate containment actions including endpoint isolation, credential
revocation, and lateral movement blocking based on predefined rules or analyst validation.
Automated response capabilities ensure consistent, rapid mitigation across environments.
Digital Forensics and Investigation

Organizations can initiate comprehensive forensic investigations leveraging packet captures, log

correlation, and threat intelligence to trace root causes and attack progression. This enables
thorough incident analysis and lessons-learned processes.
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Proactive Threat Hunting

Beyond automated alerts, MDR teams proactively search for stealthy threats—living-off-the-land
techniques, lateral movement patterns, or beaconing activity that may evade automated detection.
This proactive approach identifies advanced threats before they achieve objectives.

Automated Threat Intelligence

Integrated threat intelligence from Red Piranha's global research team powers automated
decision-making, enabling faster identification of known indicators and suspicious behaviors.
Crystal Eye's SOAR capabilities allow scripted, scalable responses based on MDR findings,
ensuring consistent mitigation.

Deployment and Integration

Red Piranha MDR operates within hours, not weeks. As a native extension of Crystal Eye, it requires
no additional integration, licenses, or third-party tools. Predefined deployment workflows adapt to
on-premises, hybrid, or cloud environments. Use-case-driven tuning optimises detection rules and
response actions for organizational risk profiles.

Measurable Security Outcomes

Industry research indicates average breach detection and containment takes days. Red Piranha
MDR achieves detection and containment within minutes of compromise, dramatically reducing
attack surface and potential impact. Key benefits include:

* Reduced dwell time and blast radius through rapid response

+ Improved signal-to-noise ratio through automated alert triage

+ On-demand incident response without internal escalation chains

+ Improved compliance posture through real-time logging and forensic readiness

Quality Assurance

Red Piranha operates MDR services through ISO/IEC 27001-certified SOCs, staffed by highly
trained analysts with real-time access to full Crystal Eye telemetry. This ensures security
operations management under globally recognized information security standards.

Red Piranha's MDR-as-a-Service transforms Crystal Eye from a security platform into fully

augmented security operations. Organizations gain XDR detection power, SOAR response speed,
and 24x7 SOC oversight without the complexity or cost of building internally.
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Platform Integration and
Operational Synergy

The Power of Unified Architecture

Crystal Eye's true strength emerges from how its components work together. Point solutions
address individual security aspects but leave dangerous gaps. For example, standalone access
control tools enforce policies without network-level anomaly visibility. Independent threat
detection systems flag suspicious activities but cannot dynamically adjust access controls.
Network monitoring tools detect unusual traffic patterns without contextual understanding of user
or application activities.

By integrating DAS, TDIR, NDR, and WireGuard, Crystal Eye creates a cohesive defense mechanism
where each component enhances the others, closing gaps and improving efficiency through
unified management, centralized reporting, and reduced false positives.

Real-World Integration Scenarios
Compromised Credential Detection and Response

When attackers attempt network access using stolen credentials via WireGuard VPN, TDIR
identifies unusual user behavior patterns. NDR monitors VPN tunnel traffic for suspicious
activities. Upon detecting compromise, DAS instantly revokes VPN access and restricts internal
permissions, preventing lateral movement. All components share telemetry, providing security
teams complete incident visibility from initial authentication through attempted lateral movement.

Multi-Stage Attack Detection

If users authenticate successfully via WireGuard then attempt unauthorized access to financial
servers, Crystal Eye instantly correlates events: NDR detects anomalous network activity, DAS
blocks unauthorized requests, and TDIR triggers investigation workflows. VPN access logs
integrate with security alerts, enabling comprehensive incident analysis showing how threat actors
exploited remote access.

Automated Policy Updates
Updated security policies automatically propagate across the platform. If WireGuard sessions are
involved in attacks, new restrictions can be enforced dynamically, limiting access until risk levels

are reassessed. This automation ensures consistent protection without manual intervention
across distributed environments.
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Operational Benefits
Real-Time Coordinated Action

TDIR triggers immediate DAS policy updates and NDR responses, containing threats before
propagation. Shared intelligence between components enhances detection accuracy while
minimizing false positives.

End-to-End Visibility

User, application, and network activities are monitored cohesively. Threat patterns are identified
and correlated across all security layers, enabling advanced threat hunting and analysis.

Dynamic Security Posture

DAS adapts to evolving threats detected by TDIR and NDR. Automated containment actions
prevent threat escalation or lateral spread, maintaining security posture without manual
intervention.

Cost and Operational Efficiency

Unified platforms eliminate multiple disparate tools, reducing licensing costs, training
requirements, and operational overhead through centralized management and automated
workflows.

Strategic Advantages

« Comprehensive Zero Trust Architecture: DAS ensures granular policy enforcement while
TDIR and NDR provide continuous validation of behaviors

« Performance at Scale: Designed for high-performance environments supporting thousands
of concurrent access evaluations and network events without latency

+ Seamless Multi-Cloud Integration: Consistent security across AWS, Azure, Google Cloud,
and on-premises environments ideal for hybrid infrastructures

* Enhanced Threat Intelligence: Centralized threat intelligence repository feeds all
components, enabling proactive defense against emerging vulnerabilities
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Conclusion: Unified Security for
Modern Threats

The Case for Architectural Consolidation

Crystal Eye Unified Security Platform represents a fundamental shift in how organizations can
defend against modern cyber threats. By integrating Threat Detection, Investigation, and Response
(TDIR), Network Detection and Response (NDR), secure remote connectivity through WireGuard
with Entra ID SSO, fine-grained access control via Declarative Authorization Service (DAS), and
24x7 Managed Detection and Response, Crystal Eye delivers comprehensive protection that
exceeds the sum of its parts.

This unified approach directly addresses the challenges plaguing traditional multi-vendor security
architectures: integration gaps, visibility blind spots, operational complexity, and resource
constraints. Where conventional approaches struggle to detect sophisticated threats within weeks
or months, Crystal Eye reduces threat dwell time to minutes through automated correlation and
response.
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